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ABSTRAK
Kata laluan digunakan untuk mengawal akses hampir pada semua peralatan digital
dan pengkomputeran. Umumnya, kata laluan terdiri daripada abjad atau beberapa huruf
dan nombor yang digunakan untuk mengesahkan identiti pengguna untuk mendapatkan
akses. Kata laluan yang sedia ada mempunyai beberapa kelemahan seperti serangan
kamus, serangan tompokan dan melayari bahu. Oleh kerana pengguna mempunyai
kebimbangan yang rendah pada pengesahan pengguna, skema pengesahan
menggunakan grafik yang berasaskan Android, dicadangkan dalam projek ini untuk
menyelesaikan masalah tersebut. Locimetrik dan peta Malaysia akan digunakan
bersama dengan Press Touch Code.
Terdapat banyak teknik yang telah dicadangkan untuk mengatasi masalah tersebut.
Untuk kajian ini, kami menggabungkan teknik Locimetric dan Press Touch Code untuk
membuat skim pengesahan yang baru supaya lebih selamat. Tujuan penyelidikan ini
adalah untuk merekabentuk skim pengesahan hibrid yang selamat menggunakan dua
teknik yang disebutkan di atas yang bergantung kepada saiz resolusi skrin dan menguji
keberkesanan skim pengesahan yang dicadangkan pada sistem pengendalian berasaskan
Android.
Berdasarkan kajian sebelum ini, kami akan membincangkan lebih banyak
maklumat tentang skema pengesahan dan konsep Locimetric dan Press Touch Code.
Beberapa bahagian dari kaedah Passpoint Locimetric bersama dengan Press Touch
Code dan konsep grid akan digunakan dalam penyelidikan ini. Projek ini terdiri
daripada perkakasan dan perisian.
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ABSTRACT
A password is one of the most used access control procedures applied in virtually
all digital and computing appliances. Generally, a password is a word or a string of
characters used for user authentication to prove identity or access approval to gain
access to a resource, which is to be kept secret from those not allowed access. The
current existing password has some drawbacks such as smudge attack and shoulder
surfing attack. Due to lower concern on user authentication, an Android based graphical
authentication scheme is proposed in this research to solve the problem. Locimetric and
the Malaysia map will be utilized in conjunction with the Press Touch Code.
There are many techniques that have been proposed to overcome those limitations.
For this research, we combine the Locimetric and Press Touch Code techniques to make
the newly proposed authentication scheme is more secure. The purpose of this research
is to design a secure hybrid authentication scheme using the two techniques mentioned
above which is dependent to screen resolution size and test the effectiveness of the
proposed authentication scheme on Android based operating system.
From the literature review, we will discuss more details on the authentication
scheme and the concept of Locimetric and Press Touch Code. Some part of the
Passpoint Locimetric method together with the Press Touch Code and grid concept will
be utilize in this research. This research consists of hardwares and softwares.
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CHAPTER 1
INTRODUCTION
1.1 Background of Study
A password or authentication scheme adds a big measure of security and
convenience to the users. A password is used to restrict access to a system, application
or service to only those users who are authorized to use it. With the rapid development
of wireless technology, passwords are a vital component of system security, which
usually controlled by the small size pocket computer which is the smartphones.
Authentication is defined as the process of determining someone or something
as they are declared to be (Margaret Rouse, 2015). The process involves in comparing
the data saved in the database of authorized user information in the authentication
server. If the identity is verified, the process of authentication is deemed complete and
the user gets access to the system.
The existing passwords have some limitations. Text-based password is a system
where memorability will affect the security of passwords. Most of the users tend to
choose weak texts as passwords to make it easy for them to remember. A weak
password is easy to remember, but giving lower or no security since the password are
easy to guess and break. Besides, the voice recognition and face recognition has its own
drawback which is those data is easy to get by forgery the voice, data or holding up a
photo of authenticated user to break the door security system. The fingerprint does not
preferable since some people do not like keeping their fingerprints and facial images in
a file that can be accessed by others (Jing Teng et al., 2010).
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1.2 Problem Statement
The most common problem that faced by the users is memorability. Most of the
users tend to choose weak texts as passwords to make it easy for them to remember. A
weak password is easy to remember, but giving lower or no security since they are easy
to guess and break.
In addition, most of the password scheme that available today has a higher risk
to shoulder surfing. This can be done by spying over the victim’s shoulder to obtain
information such as personal identification password and numbers. Thus, the attackers
are able to unlock and access the victim smartphone.
Besides, alike the pattern based password, the oily residues from fingers sliding
across the touch-screen surface. This smudge are then analyzed using standard
computers running photo-editing software causing the attackers to easily break the
password.
Therefore, in this research, a new hybrid authentication scheme is proposed
which combines the Locimetric scheme along with Press Touch Code (Ranak et al.,
2017). The advantage of this scheme is that it offers an authentication scheme that is
screen resolution size dependent. Thereby, our proposed graphical password will
provide a higher degree of security than the existing authentication scheme.
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Table 1.1 : Problem statement summarization
Problem Description Effect
Low
memorability
Users tend to choose weak
texts as passwords to make it
easy for them to remember
Weak password is easy to
remember but giving lower or
no security since they are easy
to guess and break
Shoulder surfing
attack
Spying over the victim’s
shoulder to obtain information
such as personal identification
numbers and password.
Attackers are able to unlock and
access the victim’s smartphone
Smudge attack The oily residues from fingers
sliding across the
touch-screen surface.
This smudge are then analyzed
using standard computers
running photo-editing software
causing the attackers to easily
break the password.
1.3 Aim and Objectives
The goal of this research is to develop an Android mobile application for a secure
hybrid authentication scheme. To attain this goal, following objectives is necessary to
be acquired:
i. To design a secure hybrid authentication scheme using the Locimetric graphical
password and Press Touch Code.
ii. To implement the authentication scheme on Android based OS.
iii. To test the effectiveness of the proposed authentication scheme.
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